
 

State of Nebraska Standardizes on Fortinet for Virtualizing Security for All State Agencies

State Was Able to Save Approximately $800,000 Over the Past Eight Years by Consolidating Network 
Security Functionalities

SUNNYVALE, CA, Sep 27, 2010 (MARKETWIRE via COMTEX News Network) -- Fortinet(R) (NASDAQ: FTNT) -- a leading 
network security provider and a worldwide leader of unified threat management (UTM) solutions -- today announced that the 
State of Nebraska is helping to secure the networks of more than 93 state agencies with Fortinet's FortiGate(R) appliances. By 
serving as an Internet service provider (ISP) for the state agencies, the Office of the CIO helps state agencies such as the 
Department of Revenue, the Department of Health and Human Services, and all counties and outside contractors manage and 
securely protect the individual networks. 

Previously using a Check Point firewall solution, followed by a customized in-house solution, the Office of the CIO was not able 
to effectively and easily view and make changes to the network. If a small change needed to be made to a single agency, it 
could mistakenly be made to all agencies. With Fortinet's virtual domain (VDOM) capabilities, all networks are securely 
segregated and can have their own business rules. Another pain point of the Check Point solution was the per user licensing 
fee for Web filtering and antivirus. This resulted in a more costly solution for a network that has thousands of users. 

The Office of the CIO creates a VDOM for each individual agency with a basic set of network policies. Any individual agency 
that has its own IT staff is given full control of their VDOM to manage the day to day network and the rules set up for that 
particular location. In addition, the Office of the CIO has another layer of global network policies that allows it to have full control 
of the state's entire network. This hierarchical approach provides the maximum security and flexibility that is essential to protect 
individual agencies. When the individual agency needs help on setting up its network, security functionality or troubleshooting 
issues, the Office of the CIO can effectively assist them because of the clear demarcation between policies. With a consistent 
graphical user interface (GUI) across the FortiGate product line, less training on the appliances is required for the Central IT 
organization and Agency IT teams which results in reduced costs and increased efficiencies. 

Brad Weakly, State Information Security Officer for the State of Nebraska, Office of the Chief Information Officer, stated, "By 
consolidating our network security infrastructure to one vendor, we have been able to increase functionality for the agencies 
and gain visibility into the network while avoiding costs and creating potential savings for the State." 

At the core of the CIO's office is a pair of FortiGate-3810A appliances deployed in high availability (HA) mode. The Fortinet 
appliances are serving as the firewall, in addition to providing VPN, Web content filtering and VDOMs for the Lincoln, NE based 
office as well as a second layer of protection for all state agencies. Also at the headquarters is a FortiAnalyzer appliance which 
is allowing the IT staff to view traffic logs, Web filtering logs and event logs for the entire network. The list of features in the 
FortiGate appliance also allows the Office of the CIO to provide additional functions to an individual agency when it is needed. 
For example, if the local agency's Web proxy service is down, the Office of the CIO can quickly provide the backup service 
through the FortiGate without installing any new equipment. 

"Fortinet has strong traction with government agencies because it is an extremely cost-effective, easy-to-use, reliable and 
secure solution," said Pete Brant, vice president of enterprise sales at Fortinet. "No matter if you are securing a single office or 
thousands of offices, the Fortinet solution can meet the needs of any network." 

About Fortinet (www.fortinet.com) Fortinet (NASDAQ: FTNT) is a worldwide provider of network security appliances and a 
market leader in unified threat management (UTM). Our products and subscription services provide broad, integrated and 
high-performance protection against dynamic security threats while simplifying the IT security infrastructure. Our customers 
include enterprises, service providers and government entities worldwide, including the majority of the 2009 Fortune Global 
100. Fortinet's flagship FortiGate product delivers ASIC-accelerated performance and integrates multiple layers of security 
designed to help protect against application and network threats. Fortinet's broad product line goes beyond UTM to help 
secure the extended enterprise -- from endpoints, to the perimeter and the core, including databases and applications. Fortinet 
is headquartered in Sunnyvale, Calif., with offices around the world. 

Copyright Copyright 2010 Fortinet, Inc. All rights reserved. The symbols (R) and (TM) denote respectively federally registered 
trademarks and unregistered trademarks of Fortinet, Inc., its subsidiaries and affiliates. Fortinet's trademarks include, but are 
not limited to, the following: Fortinet, FortiGate, FortiGuard, FortiManager, FortiMail, FortiClient, FortiCare, FortiAnalyzer, 
FortiReporter, FortiOS, FortiASIC, FortiWiFi, FortiSwitch, FortiVoIP, FortiBIOS, FortiLog, FortiResponse, FortiCarrier, 
FortiScan, FortiDB and FortiWeb. Other trademarks belong to their respective owners. Fortinet has not independently verified 
statements or certifications herein attributed to third parties and Fortinet does not independently endorse such statements.  
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